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PREFACE

The purpose of this guide is to enable Florida agents to comply with new
privacy requirements mandated by the Gramm-Leach-Bliley Act (GLBA). That
compliance must be in place by July 1, 2001, or agents may find themselves

in violation of federal law.

In the near future, Florida will, by rule, adopt Florida-specific guidelines for
compliance with the GLBA. FAIA will be working with the Department of In-
surance (DOI) to assure that Florida’s rules are consistent with and not more
restrictive than the GLBA. To achieve as much uniformity as possible with
other states, we will endeavor to base Florida’s privacy rules on the National
Association of Insurance Commissioners (NAIC) model regulation, already
adopted in many jurisdictions. Florida does, however, already have in place
laws regarding the use of information by banks and bank-associated agen-
cies. Those current protections will remain in place and will not be super-
ceded by DOI rules. When those new rules are adopted, we will update this
package as needed. In the meantime, this guide will tell you what you need to
do immediately if you are to be in compliance with the GLBA'’s privacy re-

guirements.
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PRIVACY ACTION STEPS

Each Florida agency should have a Privacy Action Plan in place by July 1, 2001. In order
to facilitate your compliance, each agency should take the following action steps.

ACTION STEP |
Determine your current practice

1. Fill out the privacy audit on page 46. This will enable the agency to determine the
current practice.

2. Determine the privacy policies of the carriers you represent.
3. Do you have any plans to change your practices in the near future?
ACTION STEP I

Develop plan to handle privacy notice requests

A. Provide a copy of your privacy policy initially and annually thereafter to all custom-
ers regardless of your policy on sharing of information.

B. If not sharing non-public personal information with unaffiliated third parties, beyond
exceptions allowed by law:
¢ No requirement to give privacy notice to “consumers” (prospective clients).
¢ May be required by contract with carrier to deliver the carrier’s required no-
tice.

C. Public information can be shared regardless of notice. However, a “reasonable ba-
sis” test must be conducted to determine if it is in fact public information.

D. If sharing non-public personal information for an exempt purpose:
¢ A privacy notice is still required.

E. If sharing a customer’s non-public personal information with non-affiliated parties
for non-exempt purposes:
¢ Initially when the customer (client) relationship is established.

¢ Same notice to consumers (prospective clients) once they submit non-pub-
lic personal information.

¢ At least annually thereatfter.

¢ No requirement if it is a business customer.



Additional notice of right to “opt out” (can be delivered at same time as policy
notice).

Sharing of health information with non-affiliates, beyond the allowed excep-
tions, requires “opt in” notice.

If the privacy policy changes, all customers must be notified and given an-
other opportunity to opt out.

Individual’'s notice and opportunity to opt out must be “clear and conspicu-
ous”; i.e.: reasonably understandable and designed to call attention to their
nature and significance.

® & o o

ACTION STEP llI
Other Issues

An agency should consider including in its policy an alternative dispute resolution
provision or arbitration clause that could help to reduce the costs of defending
against potential challenges. An arbitration clause is included in the sample privacy
form on page 19.

An agency also should consider consolidating multiple privacy policies into a single
disclosure form that it can utilize in all contexts in order to avoid conflicting obliga-
tions.

An agency should institute quality assurance programs to ensure that each cus-
tomer is given the requisite notice and that all other elements of its policies are
maintained and followed at all times.

An agency should review its errors and omissions insurance policies to ensure that
they adequately address the new potential liabilities that failure to adhere to its own
privacy policy may pose.

Agency should keep records documenting their delivery of notice as well as the
contents of their notice.

Regardless of any privacy notice requirements, each agency must meet the data
security and confidentiality requirements of the GLBA.

Agencies that use web sites must make sure that their electronic privacy policy
notice is in sync with their printed notice.
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A Florida Agent’s Guide to Privacy

THE GRAMM-LEACH-BLILEY ACT (GLBA)
AN OVERVIEW

The Financial Services Modernization Act, also known as the Gramm-Leach-Bliley Act
(GLBA) after its sponsors, was signed into law on November 12, 1999. It is the first com-
prehensive federal law governing the use of consumer information by financial institutions.
Recognizing that Florida had long regulated the way banks and insurance interacted, in
May of 1999, prior to the passage of GLBA, Florida enacted HB 897. That legislation was
the culmination of three months of tough negotiations between agents’ associations and
the Florida Bankers Association. It embraced all of the consumer and agent protections
contained in the 13 “safe harbors” of GLBA, and in some instances is even better than its
federal counterpart. To the extent they are different than those in GLBA, the differences
will be noted.

GLBA imposes three overreaching privacy obligations on all “financial institutions.” Insur-
ance agents and agencies are specifically included within that definition. They must:

1. Provide a notice of the agency’s non-public personal information handling
practices;
2. Provide for an “opt out” right prior to information being shared with non-

affiliated third parties for a non-exempted purpose; and

3. Institute data security and integrity mechanisms designed to protect non-
public personal information.

The GLBA required federal regulators to promulgate regulations by November 13, 2000.
These regulations were to protect the personal information provided to financial institu-
tions and insurance companies by their consumers. The federal regulations have been
delayed until July 1, 2001, and states were given the option of delaying implementation of
their individual rules until that time. In Informational Bulletin 00-0004, issued on November
7, 2000, Florida’s Department of Insurance opted for the delayed July 1, 2001, effective
date (see appendix).
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WHO MUST COMPLY?

The GLBA'’s scope is very broad. It requires all insurance producers to comply with its
privacy requirements unless they qualify for a specific exemption. Under the general terms
of GLBA and under the provisions of the National Association of Insurance Commission-
ers’ (NAIC’s) model act upon which the Florida regulations will be based, there is an
exemption that says insurance agents are not subject to the GLBA privacy notice require-
ments if they meet the following three specific conditions:

1. The licensee is an employee, agent or other representative of another lic-
ensee (the “principal”);

2. The principal complies with and provides the required notices; and

3. The agent does not disclose any non-public personal information to any
person other than the principal or its affiliates.

In other words, an insurance agency can be exempt from the notice requirements for any
transaction on which it is acting as an agent for an insurance company and does not
disclose any non-public personal information about that customer to any third party, ex-
cept the insurance carrier or its affiliates, as long as the insurance company has itself
complied with the notice requirements. Note, however, even if the agency does not have
its own privacy policy and instead relies on the privacy policy of the carrier, the agency
must still meet the data security and confidentiality provisions of the GLBA.
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PROTECTED INFORMATION

At the heart of the GLBA'’s privacy requirement is the protection of “non-public personal
information” (NPI). Here we are basically talking about two types of information: (1) per-
sonally identifiable financial information; and (2) personally identifiable health information.

Financial Information
It will aid in understanding the law to briefly explain each type, starting with personally
identifiable financial information. It consists of any information that a consumer provides or
that is obtained in connection with a transaction:
¢ Involving a financial product or service; and
¢ Any list of names and addresses derived from such information.

The term is meant to be broad and includes, among other items, the following:

1. Information provided on loan, credit card, or insurance applications;
2. Bank accounts or policy number information;
3. Information from a consumer report or obtained from outside sources such

as MVRs, credit reports, etc.;
4, Information collected through an internet “cookie;”
5. Lists of consumers’ names and street addresses derived in whole or in part

using policy information, such as a list of customers who have purchased
homeowners’ insurance; and

6. Obtained from knowledge of your “relationship” with the insured, such as
how may years he has been with the agency, has he paid his bills in a timely
manner, etc.

To be protected, the information must be personally identifiable financial information not
available publicly. To put it another way, it does not include “publicly available” information.
Examples of “publicly available” information, and thus exempt, include:

1. Federal, state, or local government records (such as government real estate
records);
2. Widely distributed media (such as information from a telephone book, news-

paper, or publicly assessable web site); or

3. Disclosures to the general public that are required to be made by federal,
state, or local law.
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Note, however, to ensure the reasonableness of a belief that the information is publicly
available, an agent must confirm that (a) the information is of a type that is available to the
general public and (b) the consumer has not taken steps to keep the information private.
An example may be useful. Normally, an individual’s telephone number would be publicly
available. However, if that person has an unlisted telephone number, it may be classified
as non-public personal information.

Health Information
The second type of information an agent needs to consider is personally identifiable health
information. While GLBA does not specifically address the protection of health informa-
tion, it may be indirectly covered. Since health care information is not usually publicly
available, any such information collected in conjunction with selling or providing financial
services, such as insurance, is treated as non-public financial information under GLBA
and is probably of a protected class.

In addition to that, there are other sources that also regulate the way health information is
handled. Which laws apply is, in large part, a factor of how your agency obtains the infor-
mation. There are three general groups of agents affected.

The first group consists of agencies that do not sell health insurance but are exposed to
health information in the course of selling financial products and services. Agents selling
life or disability insurance are in this group. Under GLBA, this information is treated like
any other non-public financial information and triggers the three-part process of notice,
opt-out rights and security and integrity protection of data (to be discussed later). How-
ever, the NAIC privacy model upon which Florida’s new regulation will be based requires
an opt-in right—agents and brokers would have to obtain affirmative authorization from
the individual before their non-public personal health information could be shared with any
other person for marketing purposes. In effect, an opt-in would be required for all non-
policy purposes.

The second group consists of agencies that sell health insurance products directly to
individuals. In this case, the general provisions of GLBA are overridden by the more spe-
cific requirements of the Federal Health Insurance Portability and Accountability Act (HIPAA).
The HIPAA regulations generally require:
1. The issuance of a separate set of privacy disclosures to individuals about
when protected health information is collected and/or disclosed.

2. The receipt of an affirmative opt-in authorization from an individual before
protected health information may be used or disclosed (subject to a limited
number of exceptions). A sample opt-in form is supplied in IIAA’s Guide to
Privacy appendix.
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3. Compliance with requests by individuals to provide access to their protected
health information and to correct or amend this information if necessary.

4, Compliance with certain administrative requirements, such as designating a
“privacy compliance officer” and an individual to handle all complaints and
inquiries, and instituting policies and procedures to make sure the protected
health information that is disclosed is the “minimum necessary” to accom-
plish the purposes of the disclosure.

The third group to consider consists of agents and brokers who sell group health insur-
ance products and plans (as distinguished from group two, who sells individual health
plans). This group is also subject to HIPAA health privacy regulations, but its compliance
with these regulations is more complicated than the second group’s compliance. As such,
it requires more detailed analysis that is beyond the scope of this guide. It is also subject
to change since the HIPAA rules are being rewritten.

Fortunately, agencies falling into both the second and third group have until April 2003 to
comply with the ultimate HIPAA rules. Note, however, the HIPAA rules set a “federal floor,”
or minimum level, of privacy protection for health information and Florida’s privacy rules
may end up being more restrictive than HIPAA’s. The Florida rules also may have an
earlier effective date, although this is not being considered at this time.
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HOW TO COMPLY WITH PRIVACY DISCLOSURE NOTICE

Once you have determined that your activities do not totally exempt you from compliance,
the next step is to determine how to comply with the privacy disclosure notice require-
ment. To address that, we need to break the question down into four parts:

1. Who must receive the privacy notice?

2. What must be included in the notice?

3. When must the notice be made?

4, How should the privacy disclosure be made?

Think of it as who, what, when and how.

WHO?
Who must receive the privacy notice? Those who are defined as “customers.” A “con-
sumer” is anyone who purchases or seeks to purchase a financial product or service for
personal, family or household use. A customer relationship starts when the consumer is
issued a policy. A customer, therefore, includes:
¢ Any individual

¢ Who purchases a financial product or service (including an insurance prod-
uct or service) from or through the agency
¢ That is to be used primarily for personal family or household purposes.

By definition, this means that the privacy notice obligations do not apply to companies or
individuals that obtain products or services for business, commercial or agricultural pur-
poses. While it makes a difference whether the individual is a “customer” or a “consumer,”
that will be discussed later. “Customers” must receive notice; “consumers” may not always
need notice.

Note: Under NAIC’s definition of “customer,” you will find workers’ compensation policy-
holders. Under NAIC's definition of “consumer,” you will find insurance claimants. The NAIC
model has not yet been adopted in Florida.

WHAT?
What must be included in the notice? The GLBA does not dictate the specific type of
privacy policy that the agency must adopt. Instead, GLBA provides an agency need only
disclose the following facts in its privacy policy:

1. The categories of non-public personal information that the agency collects
(including the nature of the data collected and the means by which it is
collected if the collection means are not obvious such as by passive elec-
tronic monitoring).
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2. The categories of non-public information that may be disclosed.

3. The categories of affiliates and non-affiliated third parties to whom such
disclosures may be made, other than those to whom information is disclosed
under an exception.

4. The agency’s policies and practices with respect to sharing non-public per-
sonal information about former customers. If an agency’s policies are the
same for customers and former customers, it may use the same clauses for
both.

5. The categories of non-public personal information disclosed pursuant to
agreements with third-party service providers and joint marketers, and the
categories of third parties providing the services (such as envelope stuffers).

6. The individual’s right to opt out of the disclosure of non-public personal infor-
mation to non-affiliated third parties.

7. Any disclosures regarding affiliate information sharing that the agency is
providing under the Fair Credit Reporting Act (FCRA).

8. The agency’s policies and practices with respect to protecting the confiden-
tiality, integrity and quality of the non-public personal information it collects.

These disclosures must be “clear and conspicuous” (i.e. reasonably understandable and
designed to “call attention to both their nature and significance”). A notice is reasonably
understandable if it uses short and clear explanatory sentences or bullet lists in plain
language. A notice calls attention to its nature and significance through the use of head-
ings, easy-to-use type styles, putting keywords in bold face or italics, or using shading or
sidebars to draw attention to the notice. Model language and sample clauses to modify the
model are contained in the Appendix.

WHEN?
When should the notices be provided? The answer to this depends on whether you are
dealing with a “customer” or “consumer.” As was pointed out on page 6, a “customer” is an
individual who purchases an insurance product or service that is to be used primarily for
personal family or household purposes. A “consumer,” on the other hand, is anyone who
has submitted personal information to the agency relating to a financial product or service,
but is not yet and never becomes a customer.

For a “customer,” the insurance agency'’s privacy policy must be disclosed

4 Initially when the customer relationship is established; and
4 At least annually thereafter.
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The initial notice must be provided to all customers by July 1, 2001. It can be provided to
those becoming customers when the purchased policy is delivered or when an agreement
to provide other insurance services is consumated. An annual notice is required to all
customers thereafter. Note, there is no requirement that the agency provide annual pri-
vacy notice to a former customer.

For a “consumer,” there is an annual notice requirement, but only if the agency is going to
share that information with a non-affiliated entity for a non-exempt purpose. If the agency
does not plan to share the personal information of these“consumers” (i.e. individu-
als who are not customers because no customer relationship has been established),
then the agency does not owe them a privacy notice.

HOW?
How should the privacy disclosure be made? Once it has been established that disclosure
should be made, agencies have three options for doing so. They may:

1. Provide their own notice to the customer;

2. Provide a joint notice to the customer on behalf of both the agency and a
carrier; or

3. Deliver the carrier’s notice to the individual on the carrier’s behalf.

The notice can be made:

1. In a stand-alone mailing;

2. As part of, or in conjunction with, other materials an agency delivers to the
customer;

3. In an envelope with the bill for the premium; or

4, Handed to the customer in person.

Special rules apply for group insurance. Agencies that sell group insurance should know
that the provisions in their privacy notice that is given to the plan sponsor also satisfies
their notice obligations to the plan participants, as long as they do not disclose the partici-
pants’ personal information to non-affiliated entities (other than as permitted under an
exception).

Special rules also apply to agencies transferring data from the European Union. This, too,
is complex and beyond the scope of this guide. If you deal in such information, see the
excellent discussion in Appendix 1X of IIAA’s Guide to Privacy.

Finally, agencies that do business over the Internet and that will be satisfying the privacy
requirements using electronic means may come under the provisions of the Electronic
Signatures and Global and National Commerce Act. If your agency falls into that category,
see Appendix XI of IIAA’s Guide to Privacy for further discussion.
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OPT-OUT REQUIREMENTS

In addition to the privacy policy disclosure notice which must be made regardless of whether
information sharing takes place, GLBA provides for an opt-out requirement that must be
met before disclosing NPI about an individual to a non-affiliated third party for a non-
exempt purpose. In those cases, the agency must tell the customer that the agency in-
tends to share the NPl and must give the consumer a chance to say no, or opt-out. A
sample opt-out form is contained in the appendix.

The best way to address this provision is to look at (1) who must comply, and (2) what
must be disclosed, to whom, and when?

Who must comply with the opt-out requirements?
There is a two-part test. The opt-out notification is required only if and when an agency
intends to disclose NPI:

1. To a non-affiliated party
2. For a non-exempt purpose.

An “affiliate” is specifically defined as any company that is “related or affiliated by common
ownership, or affiliated by corporate control or common corporate control, with another
company.” That is defined to mean as having overlapping ownership of 25 percent or more.
Therefore, all subsidiaries of a parent company are affiliates of one another and of the
parent. In addition, joint ventures may be affiliates if one entity owns 25 percent or more of
the joint venture or otherwise controls the affairs of the joint venture in any way. Since that
is the definition of “affiliated,” then everything else is non-affiliated!

An “exempt purpose” is the second half of the test. If information is disclosed to a non-
affiliated third party exclusively for one or more exempted purposes, then the opt-out no-
tice is not required. Under GLBA, there are three classes of exempted purposes:

A. The exception for processing and servicing transactions. This covers disclosure
“necessary to effect, administer or enforce a transaction” that a customer autho-
rizes, or that takes place in connection with processing and servicing functions.
They include:

1. Servicing or processing an insurance product or service that a consumer
requests or authorizes;

2. Maintaining or servicing the consumer’s account with a licensee or with
another entity as part of a private label credit card program or other ex-
tension of credit on behalf of such entity;

3. A proposed or actual securitization, secondary market sale (including

sales of servicing rights) or similar transaction related to a transaction of
the consumer; or
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4. Reinsurance or stop-loss or excess loss insurance activities related to
such a transaction.

“Necessary to effect...” includes
1. Necessary to administer or service benefits or claims relating to the trans-
action or the product or service business of which it is a part; and

2. Necessary to underwrite insurance for any of the following purposes as
they relate to a consumer’s insurance: account administration, reporting,
investigating or preventing fraud or material misrepresentation, process-
ing premium payments, processing insurance claims, administering in-
surance benefits (including utilization review activities), and participating
in research projects.

B. A second set of exemptions to the opt-out requirement includes disclosure of
NPI:
1. With the consent or at the direction of the consumer (provided that the

consumer has not revoked that consent);

2. To protect the confidentiality or security of the agency’s records pertain-
ing to the consumer, service, product or transactions, or to protect against
or prevent actual or potential fraud, unauthorized transactions, claims or

other liability;

3. For required institutional risk control or for resolving consumer disputes
or inquiries;

4. To persons holding a legal or beneficial interest relating to the consumer,

or to persons acting in a fiduciary capacity on behalf of the consumer;

5. To provide information to insurance rate advisory organizations, guar-
anty funds, rating agencies, persons assessing an agency’s compliance
with industry standards, attorneys, accountants and auditors;

6. To a consumer reporting agency in accordance with the FCRA,;

7. In connection with a proposed or actual sale, merger or transfer of a
business or operating unit;

8. To the extent specifically permitted or required under other provisions of

law, or to comply with federal, state or local laws, rules and other require-
ments; and
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9. To the extent that the NAIC or NCOIL models are applicable, for pur-
poses related to the replacement of a group benefit plan, group health
plan, group welfare plan, or workers’ compensation plan.

C. The final set of exemptions from the opt-out requirements is for disclosures to
non-affiliated third parties for use by the third party to perform services for an
agency or to engage in joint marketing activities with that agency. Such services
include the marketing of the institution’s own products or services by an enve-
lope-stuffing service or other fulfillment service, or the marketing of financial
products or services offered pursuant to a joint agreement between two or more
financial institutions. A joint marketing agreement means a written contract pur-
suant to which an agency and one or more financial institutions jointly offer,
endorse or sponsor a “financial product” or service. According to I1AA, indepen-
dent property and casualty agents who are appointed by a number of insurance
companies should enter into these joint agreements with each company for
which they are appointed if the agency and the insurance company engage in
joint marketing activities to offer, endorse or sponsor a financial product of ser-
vice. However, some experts believe that there is no need for a joint marketing
agreement between a carrier and its appointed agent. Those experts suggest
that joint marketing agreements are for other unrelated activities, such as those
between an agent and a bank.
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CHANGES IN PRIVACY POLICY

What happens if you send the opt-out information and the customer declines to opt-out
but you later expand the scope of those with whom you will share the information? In that
case, GLBA requires you to send a new opt-out notice listing the expanded distribution
before you share the information with additional non-affiliates.

Information you receive from others
If an agency receives non-public personal information from another non-affiliated financial
institution under a GLBA exception other than the joint marketing exception—e.g., as
necessary to administer or complete a transaction at a consumer’s request—its re-disclo-
sure and reuse of that information for marketing purposes if prohibited. However, an agency
may:

1. Disclose such information to the affiliates of the non-affiliated financial insti-
tution from which it received the information.

2. Disclose such information to its own affiliates, but the affiliates may use and
disclose such information only to the extent that the agency would be able to
do so.

3. Disclose such information pursuant to an exception other than the excep-

tion permitting disclosures for joint marketing purposes.

For example, if an agency receives a customer list from another financial institution for
claims settlement purposes or in order to provide account-processing services, it may
disclose such information for fraud prevention or in response to a properly authorized
subpoena. It may not disclose such information, however, to a third party for market-
ing purposes or use that information for its own marketing purposes. If you obtain
information from another financial institution outside of an exception, you can disclose it to
affiliated parties of the financial institution that gave it to you. You can also give it to your
own affiliates but they can only use it to the extent that you could. Finally, information you
obtain from another financial institution can only be used by you to the extent the financial
institution could have used it.
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DATA SECURITY AND INTEGRITY REQUIREMENTS

Setting aside for a moment all of the discussions about exceptions and exclusions, all
financial institutions, including insurance agencies, that collect or maintain NPI must insti-
tute mechanisms for protecting both the security and integrity of that information. The
difference between the two is that security mechanisms are designed to protect the NPI
from disclosure, whereas the integrity mechanisms are designed primarily to protect elec-
tronically stored data from becoming corrupted. However, the security and integrity re-
quirements apply to both electronic and hard-copy data. While there are no specific mecha-
nisms required by GLBA, some guidance can be found by looking at what banks are
required to do under their regulations (see the appendix for a comprehensive discussion).
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FAIR CREDIT REPORTING ACT

Compliance with the GLBA privacy obligations is not necessarily sufficient to meet obliga-
tions under other information-protecting laws, such as the federal Fair Credit Reporting
Act. The key to understanding how the FCRA and GLBA fit together is knowing that they
impose cumulative requirements, meaning that the more restrictive provisions apply.

The GLBA protects consumers from the disclosure of all non-public personal information
to nonaffiliated third parties for non-exempted purposes. It allows consumers to opt-out of
such information sharing with non-affiliated entities. The GLBA does not, however, apply
to information sharing with affiliates. The FCRA protects a more limited category of infor-
mation — “non-transaction” information used or expected to be used as a factor in estab-
lishing an individual’s eligibility for personal credit, insurance or employment. The FCRA
allows consumers to opt-out of disclosures of such information before any such informa-
tion can be shared with affiliates.

A shorthand way of understanding the key difference between the two statutes is knowing
that the FCRA is concerned primarily with information that an agency receives from third
parties (and passes on to its affiliates), whereas the GLBA is concerned primarily with
information that an agency provides to third parties. For example, the FCRA requires that
an opt-out right be provided before an agency can share with an affiliate any information
that it gathers from a consumer’s credit report, such as credit history or credit scores,
information on a motor vehicle report, and/or any financial information that is provided on
an insurance application. This information is treated as “non-transactional” information
under the FCRA and this obligation, therefore, supercedes the less restrictive GLBA opt-
out provisions.

In contrast, the FCRA does not impose any limitations whatsoever on the sharing of infor-
mation about an agency’s direct experiences with the consumer. This type of “transaction”
information includes, for example, information about the policies that the agency sold to
the consumer, the consumer’s premium payment history, and the like. The GLBA opt-out
notification obligation must be satisfied, however, before such information may be dis-
closed to a third party unless the disclosure is made for an exempted purpose.

Sample FCRA disclosure provisions are included in the model privacy form in the appen-

dix. Finally, as noted above, the appendices contain a separate memorandum that ad-
dresses the proposed FCRA regulations in greater detail.
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CONCLUSION

The Gramm-Leach-Bliley Act places new privacy provisions on information collected by
agents. The GLBA goes into affect on July 1, 2001, in Florida and this guide is designed to
assist agents in coming into compliance with the provisions of the GLBA. Additionally,
because of the overlap of regulation, three other laws—FCRA, HIPAA, and the European
Union’s regulations—impact privacy requirements. To the extent they may impact your
agency, you should be familiar with their provisions.

To fully understand your responsibilities under these various regulatory provisions, we
would recommend the following:

1.

Carefully read this guide and its appendices (including IIAA’s Guide to Pri-
vacy);

Answer the questions contained in the Privacy Audit;
Develop a privacy policy for your agency; and
Prepare your agency’s Privacy Policy Notice and Privacy “Opt-out” Form

from the attached samples and send them to your customers in an appropri-
ate and timely manner.

Additionally, the agency should consider taking the following steps in developing its pri-

vacy policy:
1.

An agency should consider including in its policy an alternative dispute reso-
lution provision or arbitration clause that could help to reduce the costs of
defending against potential challenges. An arbitration clause is included in
the sample privacy form in the appendix.

An agency also should consider consolidating multiple privacy policies into
a single disclosure form that it can utilize in all contexts in order to avoid
conflicting obligations. Note, however, that if an agency sells or administers
group health/welfare plans and will be required to comply with the HIPAA
health information privacy requirements, or if it intends to comply with the
EU Safe Harbors, it may prefer to maintain two policies. These issues are
discussed in more detail in the EU Privacy Directive memorandum in Ap-
pendix IX and HIPAA memorandum in Appendix XII of the accompanying
guide to privacy produced by [IAA.

An agency should institute quality assurance programs to ensure that each

customer is given the requisite notice and that all other elements of its poli-
cies are maintained and followed at all times.
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4, An agency should develop procedures to assure data security and data in-
tegrity.
5. An agency should review its E&O insurance policies to ensure that they

adequately address the new potential liabilities that failure to adhere to its
own privacy policy may pose.

6. An agency needs to understand and comply with the privacy laws of other
states and countries in which it does business.

This guide and the additional materials from [IAA should assist you in coming into compli-
ance with the current federal privacy requirements.

As we go to press, Florida’s Department of Insurance (DOI) is in the process of developing
its own set of privacy rules. They will be based on the NAIC model regulations and be
consistent with and no more restrictive than those of the GLBA. We will update this guide
as soon as those Florida-specific rules are final.
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GLOSSARY OF TERMS

Affiliate: Any company that is “related or affiliated by common ownership, or affiliated by
corporate control or common corporate control, with another company.” That is defined to
mean as having overlapping ownership of 25 percent or more. Therefore, all subsidiaries
of a parent company are affiliates of one another and of the parent. In addition, joint
ventures may be affiliates if one entity owns 25 percent or more of the joint venture or
otherwise controls the affairs of the joint venture in any way. Everything else is a non-
affiliate.

Consumer. An individual who has submitted personal information to the agency relating to
a financial product or service, but who has not purchased the product or service and is,
thus, not yet a customer. In other words, a customer relationship has not yet been estab-
lished.

Cookie: Computer files that contain information created by a web server that can be stored
on the user’s hard disk for use either during a particular session (“pre-session” cookie) or
for future use (“persistent” cookie).

Customer. An individual who establishes a long-term relationship by purchasing an insur-
ance product or service that is to be used primarily for personal, family or household
purposes.

FCRA: Fair Credit Reporting Act

GLBA: Gramm-Leach-Bliley Act

HIPAA: Health Insurance Portability and Accountability Act and the December 28, 2000,
rules issued by the Department of Health and Human Services.

Joint Marketing Agreement. A written contract pursuant to which an agency and one or
more financial institutions jointly offer, endorse or sponsor a “financial” product or service.

NPI: Non-public personal information.
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SAMPLE PRIVACY POLICY NOTICE

This section will assist in the creation of a privacy policy notice that will convey to custom-
ers your agency'’s practices for collecting and sharing nonpublic information. Use the sample
clauses from the section beginning on page 23 to develop a privacy notice that accurately

reflects the type of information you collect and the type of parties that the information is
disclosed.
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[Insert name of institution]

Privacy Policy Notice
(as of [insert date])

PURPOSE OF THIS NOTICE

Title V of the Gramm-Leach-Bliley Act (GLBA) generally prohibits any
financial institution, directly or through its affiliates, from sharing nonpublic
personal information about you with a non-affiliated third party unless the
institution provides you with a notice of its privacy policies and practices,
such as the type of information that it collects about you and the categories
of persons or entities to whom it may be disclosed. In compliance with the
GLBA, we are providing you with this document, which notifies you of the
privacy policies and practices of [insert name of institution].

[/f you share with third-parties for a non-exempted purpose, insert the
following:] [The GLBA further requires that we inform you that you have a
right to prevent us from sharing nonpublic personal information about you
with a non-affiliated third party for any purpose that is not specifically autho-
rized by law. Your right to prevent us from sharing nonpublic personal infor-
mation about you with a non-affiliated third party for a purpose that is not
specifically authorized by law is called your right to “opt out” of such informa-
tion sharing.]

OUR PRIVACY POLICIES AND PRACTICES
1. Information we collect:

[Insert clause 1(a) or 1(b) from the list on page 24 labeled “Paragraph 1
Clauses,” depending on which one applies to you.]

2. Information we may disclose to third parties:
[Insert clause 2(a), 2(b), 2(c), 2(d), 2(e), 2(f) or 2(g) from the list on pages

25-27, labeled “Paragraph 2 Clauses,” depending on which best describes
your disclosure practices.]
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3. Nonaffiliated third parties to whom disclosures may be made:

A. Nonaffiliated Third Parties To Whom Disclosures May Be Made

[Insert clause 3A(1), 3A(2), 3A(3) or 3A(4) from the list on pages 28—
30, labeled “Paragraph 3A Clauses,” depending on which best de-
scribes your disclosure practices.]

B. Notification of Your Right To Opt Out of Certain Disclosures

[If you disclose information to non-affiliated third parties other than as
permitted by an express GLBA exception, Insert clause 3B from the
list on Page 30, labeled “Paragraph 3B Clauses.” (If you do not dis-
close information to non-affiliated third parties other than as permit-
ted by an express GLBA exception, then you are not required to pro-
vide this opt out notification on your privacy form.)]

4. Affiliates with whom we share certain information protected by the Fair Credit
Reporting Act, unless you tell us not to:

[If you have affiliates with whom you share non-transactional, FCRA-pro-
tected information, insert the three Fair Credit Reporting Act clauses con-
tained in “Paragraph 4 Clauses” on pages 31-32. If you do not have affiliates
with whom you share such information, then you can delete paragraph 4
entirely from your privacy notice and should renumber the paragraphs be-
low.]

5. Our practices regarding information confidentiality and security:

We restrict access to nonpublic personal information about you to those
employees who need to know that information in order to provide products
or services to you. We maintain physical, electronic, and procedural safe-
guards that comply with federal regulations to guard your nonpublic per-
sonal information.

6. Our policy regarding dispute resolution:

Any controversy or claim arising out of or relating to our privacy policy, or the
breach thereof, shall be settled by arbitration in accordance with the rules of
the American Arbitration Association, and judgment upon the award ren-
dered by the arbitrator(s) may be entered in any court having jurisdiction
thereof.
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7. Reservation of theright to disclose information in unforeseen circumstances:

In connection with the potential sale or transfer of its interests, [insert name
of institution] and its affiliates [if any] reserves the right to sell or transfer your
information (including but not limited to your address, name, age, sex, zip
code, state and country of residency and other information that you provide
through other communications) to a third party entity that (1) concentrates
its business in a similar practice or service; (2) agrees to be [name of
institution]'s successor in interest with regard to the maintenance and pro-
tection of the information collected; and (3) agrees to the obligations of this
privacy statement.

8. Changes to our Policy:

If we revise our procedure relating to this privacy policy, we will provide no-
tice of the changes.

9. Customer acknowledgement and signature:
By signing my name below, | am indicating that | have read the privacy policy

of [insert name of institution] and that | understand its terms. No promises or
representations have been made to me to induce me to sign this form.

Customer Signature Date

If you have any questions about this notice, please contact us at [insert phone number or other contact
information] during normal business hours.
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PRIVACY POLICY NOTICE CLAUSES

This section contains sample clauses for use in satisfying your GLBA privacy notice dis-
closure obligations. These clauses are referred to in the sample privacy form on page 19.
Where you have a choice of clauses that depends on the particular practices of your
company, the sample form directs you to these clauses, and you should select the clause
that applies to you. The numbered paragraphs of the sample form on page correspond to
the sections in this section. Thus, where you must choose a clause on the sample form to
complete Paragraph 2, you will look in this section for the page that lists “Paragraph 2
Clauses”
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PRIVACY POLICY NOTICE — PARAGRAPH 1 CLAUSES

The following clauses are used to describe the categories of information that you
collect about your consumers.

1(a)

1(b)

[If you collect information about your consumers:]

We collect nonpublic personal information about you from the follow-
ing sources [insert all that apply]:

¢ Information we receive from you on applications or other forms.

¢ Information about your transactions with us, our affiliates or
others.

¢ Information we receive from a consumer reporting agency.

¢ [Insert any other categories of information that you collect]

Unless itis specifically stated otherwise in an amended Privacy Policy
Notice, no additional types of information will be collected about you.

[If you do not collect any information:]

We do not collect any information about you.
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PRIVACY POLICY NOTICE — PARAGRAPH 2 CLAUSES

The following clauses are used to describe the categories of information that you
disclose to third parties (affiliates or non-affiliates). The information in italics at the
beginning of each choice tells you the circumstances in which each clause applies.

2(a) [If you disclose nonpublic personal information outside a stated ex-
ception, and you disclose all of the categories of information that you
collect:]

We may disclose all of the information that we collect about you, as
described above.

2(b) [If you disclose nonpublic personal information outside a stated ex-
ception, but you only disclose some categories but not others:]

We may disclose the following kinds of nonpublic personal informa-
tion about you:

4 Information we receive from you on applications or other forms,
such as [provide examples, such as “your name, address, so-
cial security number, assets, income, and beneficiaries’;

4 Information about your transactions with us, our affiliates or
others, such as [provide examples, such as “your policy cover-
age, premiums, and payment history’]; and

4 Information we receive from a consumer reporting agency, such
as [provide examples, such as “your creditworthiness and credit
history’].

2(c) [If you do not disclose nonpublic personal information outside of a
Stated exception, other than the exception for service providers and
joint marketing:]

We do not disclose any nonpublic personal information about our
customers or former customers to anyone, except as permitted by
law.!

We share nonpublic personal information with our own affiliates.?

1 Note to agents: This language assumes that you treat your customers and former customers the same. If you do not, you must
include two separate disclosure paragraphs, one describing your practices for customers and one describing them for former
customers. This is true for every paragraph in your privacy notice that describes practices that differs for customers and former
customers. Thus, anytime you see a description in these clauses that groups “customers and former customers” together, you
should decide whether that language is true for your company. If it is not true, then you must include separate statements.

2 This clause is not needed if you do not share NPI with affiliates.
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2(d) [ifyou disclose information under the service provider/joint marketing
exception, and you disclose all of the categories of information that
you collect:]

We may disclose all of the information we collect, as described above,
about our customers or former customers, to companies that perform
marketing services on our behalf or to other financial institutions with
whom we have joint marketing agreements.

2(e) [Ifyou disclose information under the service provider/joint marketing
exception, but you disclose only some categories of information and
not others:]

We may disclose the following information to companies that perform
marketing services on our behalf or to other financial institutions with
which we have joint marketing agreements:

4 Information we receive from you on applications or other forms,
such as [provide illustrative examples, such as “your name,
address, social security number, assets, income, and benefi-
ciaries’;

4 |Information about your transactions with us, our affiliates or
others, such as [provide illustrative examples, such as “your
policy coverage, premium, and payment history’]; and

4 Information we receive from a consumer reporting agency, such
as [provide illustrative examples, such as “your creditworthi-
ness and credit history’].

2(f)  [If you disclose information under both the service provider/joint mar-
keting exception and one or more other stated exceptions, and you
disclose all of the categories of information that you collect:]

We may disclose all of the information we collect, as described above,
about our customers or former customers, to companies that perform
marketing services on our behalf or to other financial institutions with
whom we have joint marketing agreements. We also may disclose
information about our customers or former customers as permitted
by law.
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2(g) [Ifyou disclose information under both the service provider/joint mar-
keting exception and one or more other stated exceptions, but you
disclose only some categories of information and not others:]

We may disclose the following information to companies that perform
marketing services on our behalf or to other financial institutions with
which we have joint marketing agreements:

4 Information we receive from you on applications or other forms,
such as [provide illustrative examples, such as “your name,
address, social security number, assets, income, and benefi-
ciaries’;

4 |Information about your transactions with us, our affiliates or
others, such as [provide illustrative examples, such as “your
policy coverage, premium, and payment history’]; and

4 Information we receive from a consumer reporting agency, such
as [provide illustrative examples, such as “your creditworthi-
ness and credit history’].

We also may disclose information about our customers or former cus-
tomers as permitted by law.
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PRIVACY POLICY NOTICE — PARAGRAPH 3 CLAUSES

The following clauses are used to describe the categories of third parties to whom
you disclose nonpublic personal information.The information in italics at the begin-
ning of each choice tells you the circumstances in which each clause applies.

3A(1) [if you disclose nonpublic personal information to non-affiliated enti-
ties outside of a stated exception:]

We may disclose nonpublic personal information about you to the
following types of third parties, unless you tell us not to:

4 Financial service providers, such as [provide illustrative ex-
amples, such as ‘life insurers, automobile insurers, mortgage
bankers, securities broker-dealers, and insurance agents’);

4 Non-financial companies, such as [provide illustrative examples,
such as “retailers, direct marketers, airlines, and publishers’;
and

¢ Others, such as [provide illustrative examples, such as “non-
profit organizations’].

We may also disclose nonpublic personal information about you to
non-affiliated third parties as permitted by law.

3A(2) [If you do not disclose nonpublic personal information to non-affili-
ated entities outside of a stated exception, other than the service
provider/joint marketing exception:]

We disclose nonpublic personal information about you only to non-
affiliated third parties as permitted by law.

3A(3) [If you disclose information to non-affiliated entities under the service
provider/joint marketing exception:]

We may disclose nonpublic personal information about you, such as
we have described above, to the following types of third parties that
perform marketing services on our behalf or with whom we have joint
marketing agreements:

4 Fulfillment service providers, such as [provide illustrative ex-
amples, such as “envelope stuffing services’),

4 Financial institutions with whom we have joint marketing agree-
ments, such as [provide illustrative examples, such as (include
all that apply to you)):
¢ national banks and their subsidiaries;
¢ Federal branches and Federal agencies of foreign banks,
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and any subsidiaries of such entities;

member banks of the Federal Reserve System;

branches and agencies of foreign banks and commercial

lending companies owned by foreign banks;

organizations operating under the Federal Reserve Act;

bank holding companies and their non-bank subsidiaries;

banks insured by the FDIC;

insured state branches of foreign banks and any subsidiar-

ies of such entities;

savings associations, the deposits of which are insured by

the FDIC, and any subsidiaries of such savings associa-

tions;

federally insured credit unions and any subsidiaries thereof;

securities brokers or dealers;

investment companies; and

insurance providers]

4 We do share nonpublic personal information with our own af-
filiates.®

<& 2 2B 2B 2R 2 L 2B 2

L 2B 2R 2R 2

3A(4) [if you disclose information to non-affiliated entities under both the
service provider/joint marketing exception and one or more other stated
exceptions:]

We may disclose nonpublic personal information about you, such as
we have described above, to the following types of third parties that
perform marketing services on our behalf or with whom we have joint
marketing agreements:

4 Fulfillment service providers, such as [provide illustrative ex-
amples, such as “envelope stuffing services’);

4 Financial institutions with whom we have joint marketing agree-
ments, such as [provide illustrative examples, such as the fol-
lowing (include any or all that apply to you):

national banks and their subsidiaries;

Federal branches and Federal agencies of foreign banks,
and any subsidiaries of such entities;

member banks of the Federal Reserve System;

branches and agencies of foreign banks and commercial
lending companies owned by foreign banks;
organizations operating under the Federal Reserve Act;
bank holding companies and their non-bank subsidiaries;
banks insured by the FDIC;

L 2B 2B 4 L 2B 2 L 2B 2

3

This clause is not needed if you do not share NPI with affiliates.
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¢ insured state branches of foreign banks and any subsidiar-
ies of such entities;

savings associations, the deposits of which are insured by
the FDIC, and any subsidiaries of such savings associa-
tions;

federally insured credit unions and any subsidiaries thereof;
securities brokers or dealers;

investment companies; and

insurance providers]

L 4

L 2B 2B 2R 2

We may also disclose nonpublic personal information about you to
non-affiliated third parties as permitted by law.

The following clause describes the right to opt out of certain information sharing
with non-affiliated third parties.
3B As we have indicated in this Privacy Policy Notice, we collect certain

nonpublic personal information about you, and we may disclose that
information to certain non-affiliated third parties for purposes other
than those expressly permitted by the Gramm-Leach-Bliley Act and
the federal and state regulations implementing that Act. If you prefer
that we not disclose nonpublic personal information about you to non-
affiliated third parties, you may opt out of those disclosures, that is,
you may direct us not to make those disclosures (other than those
disclosures that are expressly permitted by the Gramm- Leach-Bliley
Act and its implementing regulations).

If you wish to opt out of such disclosures to non-affiliated third par-
ties, you may: [insert one or more of the following reasonable means
of opting out:

Call us toll free at (insert toll free number); or

Visit our website at (insert web site address) and (provide fur-
ther instructions on how to use the web site option);* or
E-mail us at (insert the e-mail address); or

Fill out and tear off the bottom of this sheet and mail it back to
the to the address shown there; or

Check the appropriate box below or on the attached form (in-
sert a box with text next to it that says “I wish to opt out,” or
refer to the SAMPLE OPT-OUT FORM on pages 33 and 34)].

<& L 2B 2 L 2B 2

4 Note to agents on electronic means of opting out: If you use a website or an e-mail address as the only means by which a
consumer may opt out, the consumer must agree to the electronic delivery of information. What this means is that, if you are
currently transacting business with consumers on line, you may provide them with their opt out notifications electronically, as long
as the requirements of the federal electronic signatures act are met. *** describes the requirements of the federal electronic
signatures act. If you are not currently transacting business with your consumers online, however, it is problematic for you
to offer them the opportunity to opt out only via electronic means unless you get clear permission in advance from such consum-
ers stating that they agree to the electronic delivery of information.
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PRIVACY POLICY NOTICE — PARAGRAPH 4 CLAUSES

The following clauses are used to describe the required disclosures under the Fair Credit
Reporting Act. If you share non-transactional information with your affiliates, you must
insert the following three clauses [all three are required] into your privacy form, as directed
in paragraph 4 of the sample privacy form (pages 19-22).

A. Information we can share with our affiliates, unless you tell us not to:
Unless you tell us not to, we may share with our affiliated companies information
about you, including:
4 Information we obtain from your insurance application, such as your in-
come or your marital status;

4 Information we obtain from a consumer report, such your credit score or
credit history;

4 Information we obtain to verify representations made by you, such as
your open lines of credit; and

4 Information we obtain from a person regarding its employment, credit, or
other relationship with you, such as your employment history.

B. Our affiliated companies who may receive this information are:
4 Financial service providers, such as:
[insert your financial affiliates — you can describe them by name or by cat-
egory, such as “mortgage lenders and brokers’]

4 Non-financial companies, such as:
[insert your non-financial affiliates — you can describe them by name or by
category, such as retailers, direct marketers, airlines, and publishers]

4 Our other affiliates, such as:

[name any other affiliates or describe them by category, such as “non-
profit organizations’]
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C.

How to tell us not to share this information with our affiliated companies:

If you prefer that we not share this information with our affiliated companies, you
may direct us not to share this information by doing the following:

[insert one or more of the following reasonable means of opting out:®
¢ Call us toll free at (insert toll free number); or

¢ Visit our web site at (insert web site address) and (provide further instruc-
tions on how to use the web site option);® or

¢ E-mail us at (insert the e-mail address); or

¢ Fill out and tear off the bottom of this sheet and mail it back to the to the
address shown there; or

¢ Check the appropriate box on the attached form (insert a box with text next
to it that says “I wish to opt out,” or refer to the SAMPLE OPT-OUT FORM on
pages 33-34)]

Note: Neither the GLBA nor the NAIC model regulation requires this clause. However,
many financial institutions are doing it anyway.

Note to agents on combining opt out forms under the FCRA and GLBA: The opt out methods listed here are the same
methods of opting out permitted under the GLBA. You may allow consumers to exercise both opt out rights on the same form, or
you can issue two separate forms. For example, you can issue one form with two boxes — one that has text next to it saying “l want
to exercise my right under the FCRA to opt out of affiliate information sharing” and one that has text saying “| want to exercise my
right under the GLBA to opt out of information sharing with non-affiliated third parties.”

Note to agents on electronic means of opting out: If you use a website or an e-mail address as the only means by which a
consumer may opt out, the consumer must agree to the electronic delivery of information. What this means is that, if you are
currently transacting business with consumers on line, you may provide them with their opt out notifications electronically, as long
as the requirements of the federal electronic signatures act are met. See 11AA’s Privacy Kit for a description of the requirements
of the federal electronic signatures act. If you are not currently transacting business with your consumers online, however,
it is problematic for you to offer them the opportunity to opt out only via electronic means unless you get clear permission in
advance from such consumers stating that they agree to the electronic delivery of information.
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SAMPLE OPT-OUT FORM

This section is an example of an opt out form that you can give to customers in person to
exercise their right to opt out of certain GLBA information sharing. It is an example of just
one method by which you can offer the opportunity to opt out (other methods are de-
scribed in the opt out notice clauses that appear on pages 23-32, specifically in clauses
3B and 4C). This particular form combines the GLBA opt out and FCRA opt out on the
same form. If you are required to offer both the GLBA and the FCRA opt out notification,
you can use same form, as we have done here, or you can use two different forms.
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[Insert name of institution]
Opt Out Form

(as of [insert date])

Please read the text below and decide whether you wish to exercise your right to opt out of
the information sharing described. If you choose to exercise your right to opt out, you must
mail this form back to us at [insert address]. Your response must be postmarked no later
than 30 days from the date you received this notice from us in person in order for it to be
valid. If you do not mail this form back or do not mail it back within 30 days, you have not
exercised your opt out right, and we can share the information described.

| wish to exercise my right under the Gramm-Leach-Bliley Act to opt out
of [insert name of institution]'s sharing nonpublic personal information
about me to non-affiliated third parties [and affiliates’] for purposes other
than those that are permitted by law.

| wish to exercise my right under the Fair Credit Reporting Act to opt out
of [insert name of institution]’s sharing nontransactional information about
me to affiliates.

Customer Signature Date

7  The phrase “and affiliates” is not necessary if you are not providing the affiliate opt-out.
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FEDERAL BANKING AGENCIES GUIDELINES FOR DATA SECURITY

This section provides an example of the types of data security and integrity safeguards
that must be implemented and followed under GLBA. Agencies are not required to imple-

ment these precise standards, but they provide a good example of the type of safeguards
required under GLBA.

Page 35



A Florida Agent's Guide to Privacy Appendix

Federal Banking Agencies Joint Guidelines For Establishing Standards For
Safeguarding Customer Information

While the Gramm-Leach-Bliley Act (GLBA) requires that you establish data security and
integrity safeguards, the GLBA does not specify precise safeguards or guidelines. In order
to help agents and brokers address these requirements, this appendix provides the “Inter-
agency Guidelines Establishing Standards for Safeguarding Customer Information” as an
example of the type of safeguards that you must implement and follow under the GLBA.

These Guidelines were issued by the federal banking agencies as a joint final rule.® The
regulations are reproduced here in memorandum form to make them easier to review.
Specifically, we have chosen to reproduce the version of these Guidelines issued by the
Federal Reserve System. While you are not required to implement these precise stan-
dards, because you are not subject to the jurisdiction of the Board (or any of the federal
banking agencies), they nevertheless provide a good example of the type of safeguards
that the GLBA requires.

l. Introduction

These Interagency Guidelines Establishing Standards for Safeguarding Customer Infor-
mation (Guidelines) set forth standards pursuant to sections 501 and 505 of the Gramm-
Leach-Bliley Act (15 U.S.C. 88 6801 and 6805). These Guidelines address standards for
developing and implementing administrative, technical, and physical safeguards to pro-
tect the security, confidentiality, and integrity of customer information.

A. Scope
The Guidelines apply to customer information maintained by or on behalf of bank holding
companies and their nonbank subsidiaries or affiliates (except brokers, dealers, persons
providing insurance, investment companies, and investment advisors), for which the Fed-
eral Reserve Board (the Board) has supervisory authority.

B. Preservation of Existing Authority
These Guidelines do not in any way limit the authority of the Board to address unsafe or
unsound practices, violations of law, unsafe or unsound conditions, or other practices. The
Board may take action under these Guidelines independently of, in conjunction with, or in
addition to, any other enforcement action available to the Board.

8 66 Fed. Reg. 8616 (Feb. 1, 2001).
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Appendix

C.
(1)

(2)

Definitions
Except as modified in the Guidelines, or unless the context otherwise
requires, the terms used in these Guidelines have the same mean-
ings as set forth in sections 3 and 39 of the Federal Deposit Insur-
ance Act (12 U.S.C. 88 1813 and 1831p-1).

For purposes of the Guidelines, the following definitions apply:

(@)

(b)
(€)

(d)

(e)

(f)

Board of directors, in the case of a branch or agency of
a foreign bank, means the managing official in charge
of the branch or agency.

Customer means any customer of the bank holding com-
pany as defined in 216.3(h) of this chapter.

Customer information means any record containing
nonpublic personal information, as defined in 216.3(n)
of this chapter, about a customer, whether in paper, elec-
tronic, or other form, that is maintained by or on behalf
of the bank holding company.

Customer information systems means any methods
used to access, collect, store, use, transmit, protect, or
dispose of customer information.

Service provider means any person or entity that main-
tains, processes, or otherwise is permitted access to
customer information through its provision of services
directly to the bank holding company.

Subsidiary means any company controlled by a bank
holding company, except a broker, dealer, person pro-
viding insurance, investment company, investment ad-
visor, insured depository institution, or subsidiary of an
insured depository institution.

Il. Standards for Safeguarding Customer Information

A.

Information Security Program
Each bank holding company shall implement a comprehensive written information secu-
rity program that includes administrative, technical, and physical safeguards appropriate
to the size and complexity of the bank holding company and the nature and scope of its
activities. While all parts of the bank holding company are not required to implement a
uniform set of policies, all elements of the information security program must be coordi-
nated. A bank holding company also shall ensure that each of its subsidiaries is subject to
a comprehensive information security program. The bank holding company may fulfill this
requirement either by including a subsidiary within the scope of the bank holding company’s
comprehensive information security program or by causing the subsidiary to implement a
separate comprehensive information security program in accordance with the standards
and procedures in sections Il and Il of this appendix that apply to bank holding companies.
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B. Objectives
A bank holding company’s information security program shall be designed to:

(2) Ensure the security and confidentiality of customer information;

(2) Protect against any anticipated threats or hazards to the security or
integrity of such information; and

3) Protect against unauthorized access to or use of such information
that could result in substantial harm or inconvenience to any cus-
tomer.

[I. Development and Implementation of Information Security Program

A. Involve the Board of Directors
The board of directors or an appropriate committee of the board of each bank holding
company shall:
(1)  Approve the bank holding company’s written information security pro-
gram; and
(2) Oversee the development, implementation, and maintenance of the
bank holding company’s information security program, including as-
signing specific responsibility for its implementation and reviewing
reports from management.

B. Assess Risk
Each bank holding company shall:

Q) Identify reasonably foreseeable internal and external threats that could
result in unauthorized disclosure, misuse, alteration, or destruction of
customer information or customer information systems.

(2)  Assess the likelihood and potential damage of these threats, taking
into consideration the sensitivity of customer information.

(3)  Assess the sufficiency of policies, procedures, customer information
systems, and other arrangements in place to control risks.

C. Manage and Control Risk
Each bank holding company shall:

(2) Design its information security program to control the identified risks,
commensurate with the sensitivity of the information as well as the
complexity and scope of the bank holding company’s activities. Each
bank holding company must consider whether the following security
measures are appropriate for the bank holding company and, if so,
adopt those measures the bank holding company concludes are ap-
propriate:

(@)  Access controls on customer information systems, in-
cluding controls to authenticate and permit access only
to authorized individuals and controls to prevent em-

Page 38



A Florida Agent's Guide to Privacy Appendix

ployees from providing customer information to unau-
thorized individuals who may seek to obtain this infor-
mation through fraudulent means.

(b)  Accessrestrictions at physical locations containing cus-
tomer information, such as buildings, computer facili-
ties, and records storage facilities to permit access only
to authorized individuals;

(c) Encryption of electronic customer information, includ-
ing while in transit or in storage on networks or systems
to which unauthorized individuals may have access;

(d) Procedures designed to ensure that customer informa-
tion system modifications are consistent with the bank
holding company’s information security program,;

(e) Dual control procedures, segregation of duties, and
employee background checks for employees with re-
sponsibilities for or access to customer information;

) Monitoring systems and procedures to detect actual and
attempted attacks on or intrusions into customer infor-
mation systems;

(9) Response programs that specify actions to be taken
when the bank holding company suspects or detects
that unauthorized individuals have gained access to
customer information systems, including appropriate
reports to regulatory and law enforcement agencies; and

(h) Measures to protect against destruction, loss, or dam-
age of customer information due to potential environ-
mental hazards, such as fire and water damage or tech-
nological failures.

(2) Train staff to implement the bank holding company’s information se-
curity program.

3) Regularly test the key controls, systems and procedures of the infor-
mation security program. The frequency and nature of such tests
should be determined by the bank holding company’s risk assess-
ment. Tests should be conducted or reviewed by independent third
parties or staff independent of those that develop or maintain the
security programs.

D. Oversee Service Provider Arrangements
Each bank holding company shall:
(2) Exercise appropriate due diligence in selecting its service providers;
(2) Require its service providers by contract to implement appropriate
measures designed to meet the objectives of these Guidelines; and
3) Where indicated by the bank holding company’s risk assessment,
monitor its service providers to confirm that they have satisfied their
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obligations as required by paragraph D(2). As part of this monitoring,
a bank holding company should review audits, summaries of test re-
sults, or other equivalent evaluations of its service providers.

E. Adjust the Program
Each bank holding company shall monitor, evaluate, and adjust, as appropriate, the infor-
mation security program in light of any relevant changes in technology, the sensitivity of its
customer information, internal or external threats to information, and the bank holding
company’s own changing business arrangements, such as mergers and acquisitions, alli-
ances and joint ventures, outsourcing arrangements, and changes to customer informa-
tion systems.

E Report to the Board

Each bank holding company shall report to its board or an appropriate committee of the
board at least annually. This report should describe the overall status of the information
security program and the bank holding company’s compliance with these Guidelines. The
reports should discuss material matters related to its program, addressing issues such as:
risk assessment; risk management and control decisions; service provider arrangements;
results of testing; security breaches or violations and management’s responses; and rec-
ommendations for changes in the information security program.

G. Implement the Standards

(2) Effective date. Each bank holding company must implement an infor-
mation security program pursuant to these Guidelines by July 1, 2001.

(2) Two-year grandfathering of agreements with service providers. Until
July 1, 2003, a contract that a bank holding company has entered
into with a service provider to perform services for it or functions on
its behalf satisfies the provisions of section Il (D), even if the contract
does not include a requirement that the servicer maintain the security
and confidentiality of customer information, as long as the bank hold-
ing company entered into the contract on or before March 5, 2001.
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THE FAIR CREDIT REPORTING ACT AND THE FTC'S PROPOSED
REGULATIONS

This section provides an overview of the Federal Trade Commission (FTC) proposed inter-
pretations of the Fair Credit Reporting Act (FCRA) as it relates to the handling of informa-
tion. This section describes the manner in which institutions can communicate information
about consumers to affiliates of the institution without incurring the obligations of con-
sumer reporting agencies.
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The Fair Credit Reporting Act and the FTC’s Proposed Regulations

In December 2000, the Federal Trade Commission (FTC) issued proposed interpretations
of the Fair Credit Reporting Act (FCRA)® that permit institutions to communicate informa-
tion about consumers?? to affiliates!! of the institutions (affiliate information sharing) with-
out incurring the obligations of consumer reporting agencies. The proposed regulations
authorize institutions to communicate among their affiliates two categories of consumer
information:
(1) “Transaction or Experience Information,” which may be communicated to affiliates
without restrictions; and
(2) “Opt Out Information,” which may be communicated to affiliates provided that
certain conditions are met.*2

Although the proposed regulations do not define transaction or experience information,
they clarify the difference between such information and “opt out information” by giving
examples of categories of information that qualify as opt out information. The general
approach is consistent with requiring that the customer be provided with an opt out before
insurance information submitted in conjunction with credit applications may be shared
with affiliates; however, that express example is not included in the regulations.

The significant provisions of the proposed regulations are discussed below.
Consumer Report

The touchstone of the FCRA affiliate information-sharing restrictions is its definition of
“consumer report.” In general, the term means any written, oral or other communication of
any information by a consumer reporting agency bearing on a consumer’s credit worthi-
ness, credit standing, credit capacity, character, general reputation, personal characteris-
tics or mode of living which is used or expected to be used or collected in whole or in part
for the purpose of serving as a factor in establishing the consumer’s eligibility for credit,
insurance or employment purposes.

9 Unless otherwise noted, all citations are to 65 Fed. Reg. 80,806- 80,809 (Dec. 18, 2000), where the FTC'’s proposed “Commen-
tary on the Amended Fair Credit Reporting Act (Affiliate Information Sharing)” is set forth.

10 “Consumer” is defined simply as “an individual.”

11 “Affiliate” is defined as any company that is “related or affiliated by common ownership, or affiliated by corporate control or
common corporate control, with another company.” This means controlling, controlled by, or under common control with, another
company.

12 The proposed regulations explain that both types of information are covered by the FCRA, but there are restrictions imposed on

the sharing of opt out information with affiliates that are not imposed on the sharing of transaction or experience information with
affiliates.
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Among other things, the following categories of information are specifically excluded from
the definition of “consumer report”:
(1) Any report containing information solely as to transactions or experiences be-
tween the consumer and the person making the report;
(2) Any communication of that information among affiliates;
(3) Any communication among affiliates of opt out information as long as certain
conditions are satisfied.

Transaction or Experience Information

The proposed rule tracks the statutory language of the FCRA referring to “transaction or
experience information” but, like the statute, does not specifically define that term.

Opt Out Information

The proposed FCRA rules use the term “opt out information” to refer to information that is
protected by the FCRA but that is not transaction or experience information. The proposed
rule defines opt out information as information that:

(1) Bears upon a consumer’s credit worthiness, credit standing, credit capacity, char-
acter, general reputation, personal characteristics or mode of living;

(2) Isused or expected to be used or collected to serve as a factor in establishing the
consumer’s eligibility for credit or for another of the permissible purposes listed in
the FCRA (e.g., credit transactions, insurance underwriting, employment purposes);
and

(3) Is not a report containing information solely as to transactions or experiences
between the consumer and the person reporting or communicating the informa-
tion.

Additional guidance is provided in the proposed regulation that governs the contents of an
opt out notice, where categories of information that qualify as opt out information are
provided.

Communication of Opt Out Information to Affiliates

The proposed regulations provide that an institution’s communication to its affiliates of opt
out information about a consumer is not a “consumer report” if the following conditions are
met:
(1) The institution has provided the consumer with an opt out notice;
(2) The institution has given the consumer a reasonable opportunity and means,
before it communicates the information to its affiliates, to opt out; and
(3) The consumer has not opted out.

Page 43



A Florida Agent's Guide to Privacy Appendix

Contents of Opt Out Notice

In general, an opt out- notice must be clear and conspicuous and must explain the catego-
ries of opt out information about an institution’s consumers that the institution communi-
cates to its affiliates, the categories of affiliates to which is communicates such informa-
tion, the consumer’s right to opt out, and a reasonable means for opting-out.

An institution satisfies the requirement to categorize the opt out information that it
communicates if it lists the following categories of information (as applicable) along with
examples to illustrate the type of information in each category. Those categories include:

(1) Information from a consumer’s application;

(2) Information from a consumer’s credit report;

(3) Information obtained by verifying representations made by a consumer; or

(4) Information provided by another person regarding its employment, credit or other

relationship with a consumer.

Examples of information within one of these categories would include, e.g., a consumer’s:
(1) Income
(2) Credit score or credit history with others;
(3) Open lines of credit with others;
(4) Employment history with others;
(5) Marital status; and
(6) Medical history.

Coordination with Privacy Regulations

If a financial institution is required to provide FCRA disclosures and an opt out notice
under the FCRA, those notices must be included in the initial and annual privacy notice
mandated by the GLBA. The cover memorandum and sample privacy form included as
Appendix | demonstrate how to provide the requisite FCRA disclosures.

Clear and conspicuous. Like the GLBA rules, the proposed FCRA rule requires that no-
tices be “clear and conspicuous,” which is defined to mean reasonably understandable
and designed to call attention to the nature and significance of the information it contains.
Although the proposed regulations do not mandate the use of any particular technique for
making a notice clear and conspicuous, they offer a detailed list of examples of what
constitutes “reasonably understandable” (e.g., uses bullet lists and every day words, and
avoids multiple negatives) and what constitutes “designed to call attention” (e.g., uses
easy-to-read typeface, and boldface or italics for key words). This list is the same as the
one used in the GLBA regulations.
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Reasonable opportunity to opt out. The proposed rule provides that, in general, an institu-
tion provides a reasonable opportunity to opt out if it provides a reasonable period of time
following the delivery of the opt out notice for the consumer to opt out. Examples of a
reasonable period of time in which to opt out are:

(1) 30 days from the date of delivery in person of an opt out notice;

(2) 30 days from the date of mailing an opt out notice

(3) 30 days from the date a consumer acknowledges receipt of an electronic notice.

You should refer to the Insurance Agent and Broker’'s Guide to Privacy and the sample
privacy form and notice clauses for a demonstration of how to implement the FCRA regu-
lations and how to coordinate your obligations under the FCRA with your obligations un-
der the GLBA.
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INTERNAL AUDIT QUESTIONS

This section contains questions that will assist you in reviewing your information handling
practices and in developing a privacy policy that meets the requirements of GLBA. Use
this section to determine the types of information that your agency collects and discloses
as well as any data security and integrity procedures you may already have in place.
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INTERNAL AUDIT QUESTIONS

In order to develop your privacy policy, you will need to communicate with all of your
organization’s divisions to determine what nonpublic personal information is being col-
lected, for what purpose, and with whom it is being shared. These questions are intended
to guide you in reviewing your information handling practices and in developing a privacy
policy that is consistent with your obligations under the Gramm-Leach-Bliley Act and the
Fair Credit Reporting Act.

=

»

N

11.

12.

13.

14.

15.

General Business Questions
Which employees have access to nonpublic personal information?
Do these employees understand the privacy issues outlined in the Insurance Agent
and Broker’s Guide to Privacy?
Are procedures in place to educate employees on any privacy issues that they do
not understand?
Is privacy a subject covered in employee training?
Are procedures in place to deal with privacy issues, events and concerns as they
develop?

General Information Handling Questions
What categories or kinds of information do you collect?
What are the mechanisms you use for collecting this data?
What person or entity collects it?
For what purpose(s) is it collected?
Is data that is collected for one purpose is ever used for another purpose?

Questions Relating to Information Security and Integrity
What mechanisms do you use to protect the safety, confidentiality and integrity of
the information you collect?
What mechanisms do you use to prevent unauthorized access or use of the infor-
mation?
Do you have a list of every employee or type of employee who will have access to
personal data?
Which of these employees actually need access to such information in order to
carry out their assignments?
Do your employees that have access to such information understand the impor-
tance of reporting security glitches or other problems relating to preserving the
confidentiality and integrity of the information you collect?
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16.

17.
18.

19.
20.

21.
22.

23.
24.
25.
26.
27.

28.

29.

30.

31.

32.

Disclosure of Information to Third Parties®®
Do you disclose nonpublic personal information to affiliates or non-affiliated enti-
ties? If so, you must answer the following questions (questions 17-22).
What are the categories or kinds of information that you disclose to third parties?
What are the categories of persons or entities to whom you disclose nonpublic
information (including both affiliates and non-affiliated third parties)?
What are the purposes for which the data is disclosed?
Is the information collected about former customers treated the same way?
If not, how is its treatment different?
Who are your employees that deal with third parties? (You should inform all of your
employees who deal with third parties of the importance of reporting any suspected
misuses of shared information as soon as possible).

Information Disclosure to Non-Affiliated Third Parties*
Do you disclose nonpublic personal information to non-affiliated third parties? If so,
you must answer the following questions (questions 24-30)
Is the third party’s use of the information limited solely to providing services on your
behalf?
If so, what kind of services?
Does the third party’s usage fit within a category specifically exempted by the GLBA?
If so, what category or categories (see attached cover memorandum for a list of
specific exemptions, such as servicing and processing transactions)?
Do you share information with non-affiliated parties for purposes of jointly market-
ing financial products, or with service providers (such as envelope stuffers) to mar-
ket your own products?
Do you have contracts in place with the persons or entities to who m you disclose
nonpublic information for marketing purposes?
Are there specific limitations in those contracts on how the information can be used?

Questions Relating to the GLBA Opt Out Right?*®
Do you share GLBA information with unaffiliated third parties for purposes other
than those specifically permitted by the GLBA? If so, you will need to provide an opt
out notif